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INTRODUCTION 

The wide spread migration towards the Internet 
Protocol creates a golden age for system integrators, 
network manager who are creating and 
implementing IP based Internetworking solution. 
Employees on business trips need to stay current 
with their electronic mail. Sales represents in the 
field must be able to access corporate databases. 
Branch offices must be part of the corporate 
network.  

 Virtual private networks (VPNs) offer low-cost, 
secure, dynamic access to private networks. Such 
access would otherwise only be possible by using an 
expensive leased line solution or by dialing directly 
into the local area network (LAN). VPNs allow remote 
users to access private networks securely over the 
Internet. A remote user in one part of the UK can 
establish a secure network connection using a VPN 
to a school LAN in another part of the UK and only 
incur the call cost for the local Internet connection. 

Our aims to address the topic of quality of service 
(QoS) and the tools available for designing a Virtual 
Private Network (VPN) with appropriate service 
levels for mission critical applications. This is not 
meant to be a design guide but more of a glimpse 

into some of the QoS technologies available to help 
implement a successful VPN.   

The audience is expected to be familiar with VPN 
related issues such as security, firewalls, and 
routing/switching. 

METHODOLOGY 

A remote access solution works by the remote user 
first establishing an internet connection to an ISP in 
the normal way. The user activates the VPN client 
software to create a tunnel over the internet and to 
connect to the central LAN’s VPN gateway. The VPN 
client software then passes its authorization to the 
VPN gateway. The VPN gateway checks that the user 
is authorised to connect and then ensures the 
encryption key from the remote client is valid. All 
VPN data is encrypted using the key before being 
transmitted over the internet using a tunneling 
protocol. It is decrypted at the other end  by the 
VPN gateway, which has an identical set of keys to 
decrypt the data. Data sent from the central LAN to 
the remote user is encrypted by the VPN gateway 
before transmission and decrypted by the remote 
user’s VPN client software. 

Abstract 
As the popularity of the Internet has grown, businesses have turned to it as a means of extending their own 
networks. First came intranets, which are sites designed for use only by company employees. Now, many 
companies create their own Virtual Private Networks (VPNs) to accommodate the needs of remote employees 
and distant offices. A typical VPN might have a main local−area network (LAN) at the corporate headquarters of 
a company, other LANs at remote offices or facilities, and individual users that connect from out in the field. A 
VPN is a private network that uses a public network (usually the Internet) to connect remote sites or users 
together. Instead of using a dedicated, real−world connection, such as leased line, a VPN uses "virtual" 
connections routed through the Internet from the company's private network to the remote site or employee. 
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FIGURE 1 REMOTE ACCESS VPN SOLUTION 

The choice of ISP is very important when 
implementing a VPN solution as it can have a major 
impact on VPN performance. It may be advisable for 
all VPN users and sites, including the central LAN, to 
use the same ISP for their internet connections. This 
will lessen the amount of data that needs to cross 
into the networks of other ISPs, which could degrade 
performance. Most ISPs will offer a service level 
agreement (SLA) that agrees network uptime, 
latency, security and other functions. It is important 
to read the SLAs carefully before deciding which ISP 
will give the fastest and most reliable service 

The Need for VPNs:  

VPNs aim to give the remote corporate user the 
same level of access to corporate computing and 
data resources as the user would have if she were 
physically present at the corporate headquarters. By 
reducing the costs of transporting data traffic and by 
enabling network connections in locations where 
they would not be affordable, VPNs reduce the total 
cost of ownership of a corporate network 

Advantages and Disadvantages of a VPN   

 Virtual private networks have a number of 
advantages and disadvantages over direct dial or 
leased line solutions.  

Advantages:  

1. VPNs authenticate all packets of data received, 
ensuring that they are from a trusted source.     
Encryption ensures that the data remains 
confidential.  

2. Most VPNs connect over the internet so call costs 
are minimal, even if the remote user is a great 
distance from the central LAN.  

3. Multiple telephone lines and banks of modems at 
the central site are not required.  

4. A reduction in the overall telecommunication 
infrastructure – as the ISP provides the bulk of the 
network.  

5. Reduced cost of management, maintenance of 
equipment and technical support. 

Disadvantages:  

1. If the ISP or Internet connection is down, so is the 
VPN.  

2. The central site must have a permanent internet 
connection so  that remote clients and other sites 
can connect at anytime.  

3. VPNs may provide each user with less bandwidth 
than a dedicated line solution.  

4. Existing firewalls, proxies, routers and hubs may 
not support VPN transmissions.  

FEATURES OF VPN 

It gives reasonable to expect that a fixed hardware 
VPN, which covers multiple sites, should have more 
features than a software remote access solution. 
Some of the main features are:  

1.  AAA – authentication (who is the user), 
authorization (what is the user allowed to do) and 
accounting (recording what the user actually does).  

2. Security – tunneling support between sites with at 
least 128bit encryption of the data.  

3. Scalability – extra users and bandwidth can be 
added easily to adapt to new requirements.    

4.  Services –   quality of service features, including 
bandwidth,      management and traffic shaping, are 
important to avoid congestion.  

5. Management – reports on user activity, 
management of user policies and monitoring of the 
VPN as a whole.                            
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There are many different VPN manufacturers and it 
is important to be aware that their products are 
sometimes incompatible because of the protocols 
used or the lack of standardized testing.  

VPN use dedicated hardware or software:  

HARDWARE:  Some VPN solutions use dedicated 
hardware appliances that are specifically designed 
for the tasks of tunneling, encryption, and user 
authentication. These devices usually operate as 
encrypting bridges and they are often placed 
between the routers on the networks. Although most 
of these hardware tunnels are designed for fixed 
configurations, some products also support remote 
access tunneling. Many of these products perform 
very well on throughput and when handling large 
numbers of simultaneous tunnels, which is crucial for 
supporting a large number of users. Hardware 
solutions are generally considered to be more secure 
and provide good logging and reporting options.                                                                                 

SOFTWARE: One user between a remote client and 
a security gateway can install VPN client software on 
laptops and individual PCs for use. VPN software 
may be used on a server that will act as a VPN 
gateway for an entire site to create and manage 
tunnels between a pair of security gateways.            

These VPN software systems are often good low-
cost choices for networks that are relatively small 
and which do not have to process a lot of traffic. 
Such solutions can run on existing servers, share 
resources with existing applications and serve as a 
good starting point for getting familiar with VPN 
Many of these systems are well suited for remote 
access connections. Software-based VPN solutions 
allow great flexibility in terms of implementation and 
usage, but flexibility brings extra management and 
support costs. 

The impact and benefits of VPNs  

VPNs allow institutions to take advantage of the 
Internet’s infrastructure for secure, private 
communications between schools, remote sites, and 
home-based workers. Access to a school’s LAN is 

entirely possible from home before, during or after 
school hours. A user can access all of resources on 
the LAN as if they were actually on site.   A VPN 
solution can reduce the need for dedicated 
equipment by using existing Internet equipment. 
VPNs are scalable solutions, which allow new users 
to be added without major restructuring. . An SSL-
based VPN does away with the need for VPN 
software to be installed on the users’ PCs, although 
the applications that can use are limited to those 
available in a web-enabled format.                    
Implementing a VPN solution for school links would 
be extremely beneficial, allowing a large number of 
users to access a school’s network from home while 
requiring very few changes to be made to the 
existing LAN infrastructure. 

SECURITY    

VPN keep the data secure  TCP/IP is not designed for 
security, so VPNs use a mix of IP protocols and 
systems to provide the best security solution for 
each type of connection. Some protocols encrypt the 
packets of data while other protocols protect the 
packet whilst it is being transmitted. Some of the 
more popular protocols and systems that a VPN uses 
to keep the data secure are:  

1. PPTP (point-to-point tunneling protocol) Creates 
a virtual tunnel for connections which, along with 
L2TP (layer two tunneling protocol) and L2F (layer 
two forwarding), is used mainly for remote access 
VPNs.  

2. IPSec (internet protocol security) Is becoming the 
most commonly used security option for fixed VPN 
solutions. Each packet of data is encrypted and has 
an authenticating stamp verifying its origin. This 
makes IPSec a very secure option. IPSec works in one 
of two ways:  

3. TRANSPORT MODE In this mode only the 
payload portion of the packet is encrypted.   (The 
payload consists of the actual data that is being 
transmitted.)  
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4. TUNNEL MODE   The entire packet, including the 
header is encrypted. (The header contains the source 
and destination IP addresses.)  

5. ENCRYPTION STANDARDS DES (data encryption 
standard) and 3DES (triple DES) secure the  data to 
different levels ranging from 56- to 168-bit 
encryption  

6. AUHENTICATION SYSTEMS Prove that the 
sender of the packets is genuine and not a hacker 
attempting to deceive the receiver by intercepting 
and altering the packets before they arrive at their 
destination.  

7. PKE (public key encryption) PKE can be used with 
VPNs. Instead of manually entering encryption 
codes, internet key exchange (IKE) allows keys to be 
automatically exchanged – which is useful on larger 
networks.  

There are many ways to protect the data during 
transmission. Most VPN solutions use either 
encryption or authentication for data security. As the 
security level increases so does the time required to 
process and assemble each packet.  

CONCLUSION 

As we have gone through all possible details we 
conclude that VPN is the best option for the 
corporate networking. As many companies need to 
have access to Internet and hence security is also the 
main concern. VPN provides best possible 
combination of security and private network 
capabilities with adequate cost –saving to the 
companies who are presently working with leased 
lines. Many tools are available today to help you 
manage WAN links. These range from Quality of 
Service tools for traffic classification, 
Policing/Shaping, Bandwidth Allocation, and 
Congestion Avoidance.  The  IETF diffserv efforts 
provide the basis to extend enterprise QoS policy 
into the SP network Cisco intend to participate and 

monitor these effort to ensure that our QoS meets 
this new model’s criteria for end to end QoS.   
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