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INTRODUCTION 

Data transmission using optical wireless has been 
identified as a technology that can be utilized for 
communications in critical environments, such as 
aircrafts or hospitals, where radio frequency (RF) 
based transmissions are usually prohibited or 
refrained to avoid interference with critical systems. 
Moreover, a huge amount of unregulated bandwidth 
is available at infra-red and visible light frequencies. 

Here, on the transmitter part modulation and optical 
conversion of data were implemented by the use of 
microcontroller and LED. At the receiver, 
phototransistor is used for optical to electrical signal 
conversion. Hence, another microcontroller was used 
to decode the different signal and the received data 
was given to the output. By this, a procedure has 
been developed for wireless optical communication 
system. 

And Nowadays, Different techniques and methods 
have been using by private and public sectors to 
protect sensitive data from intruders because of the 
security of electronic data is crucial issue. 

Cryptography is one of the most significant and 
popular techniques to secure the data from attackers 
by using two vital processes that is Encryption and 
Decryption. Encryption is the process of encoding 
data to prevent it from intruders to read the original 
data easily. This stage has the ability to convert the 
original data into unreadable format known as 
Cipher text. The next process that has to carry out by 
the authorized person is Decryption. Decryption is 
contrary of encryption. It is the process to convert 
cipher text into plain text without missing any words 
in the original text. To perform these process 
cryptography relies on mathematical calculations 
along with some substitutions and permutations 
with or without a key. Modern cryptography provide 
the confidentiality, integrity, non-repudiation and 
authentication. 
 
REQUIREMENT OF THE SYSTEM 
 Requirement 1:- The Arduino Uno is a 
microcontroller board based on the ATmega328. It 
consists of 14 digital input/output pins, in those 6 
pins will be used for the pulse width 
modulation(PWM) outputs, 6 Analog inputs. It has 
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32kB of Flash memory, 2kB of SRAM and 1kB of 
EEPROM. The external supply of the Uno board is 6 
to 20 volts. ATmega328 provides serial 
communication, which is available on digital pins 0 
(RX) and 1 (TX). 
 
 Requirement 2:- Li-Fi is transmission of data 
through an LED light bulb that will varies the 
intensity faster than the human eye. If the LED is on, 
it will Transmits a digital 1, if it is off it will Transmits 
a digital 0. Here LED light will be used as a 
transmitter and Phototransistor as light detector in 
the receiver. 
 
 Requirement 3:- The NetBeans IDE includes 
a visual debugger for Java SE applications, letting 
you debug user interfaces without looking into 
source code. 

SYSTEM ARCHITECTURE 
Data Transmission 
The image to be sent is initially processed by 
calculating the pixel size of the image. The frames 
are sent through the serial port .The serial port is 
used because the logic levels for the computer and 
the micro-controller is different. Here the image is 
encrypted using AES Encryption algorithm and 
microcontroller is triggered depending on the data 
sent to it and with respect to that data the led’s are 
toggled i.e. their intensity is modulated to send the 
data to the phototransistor. 

Data Reception 

When the led’s light is incident on the 
phototransistor which would be on the receiver end, 
then the phototransistor being an N-P-N transistor 
would trigger its output depending on the data. 
Further depending on the output voltage level of the 
transistor the micro-controller which has a fixed 
threshold compares the voltage and gives the 
output. The Decryption algorithm is used at this level 
to decrypt the image. 

Flow chart 

IMAGE 

In this project data transmission is done via visible 
light. The data is to be transmitted is an image. 

IMAGE PROCESSING 

The image to be transmitted needs to be processed. 
Image processing here is done in a computer 
software is the first stage. The second stage mainly 
consists of converting each pixel into its equivalent 
binary code. 

This code is then transferred over to the 
microcontroller via serial port. 

LED TOGGLING 

The converted binary codes are transmitted over to 
receiver taking visible light as its medium with the 
help of leds. These leds are toggled in accordance 
with the binary codes that the microcontroller 
receives through the serial port. 

PHOTO DETECTION BY PHOTOTRANSISTOR 

On the receiver side we have a phototransistor which 
detects the light incident on it. The analog voltage 
generated at the output of this detector is then 
given to the microcontroller. 

MICROCONTROLLER 

At the input of the microcontroller the analog 
voltage is converted into binary format. This is done 
with the help of the threshold level which is 
predefined. The binary code produced by the 
microcontroller is then transferred via serial port for 
the image to be reconstructed. 

IMAGE PROCESSING 

The binary code received through the serial port is 
then processed and the transferred image is rebuilt 
using the binary codes received from the 
microcontroller. 

AES algorithm 
The Advanced Encryption Standard (AES) specifies a 
FIPS-approved cryptographic algorithm that can be 
used to protect electronic data. This standard 



National Conference on Communication and Image Processing, 2019 

 

specifies the Rijndael algorithm. It is a symmetric 
block cipher that can encrypt (encipher) as well as 
decrypt (decipher) information. Encryption converts 
data to an incomprehensible form called cipher text; 
by decrypting, the cipher text converts the data back 
into its original form, called plaintext. The AES 
algorithm is enabling of utilizing cryptographic keys 
of 128, 192, and 256 bits to encrypt and decrypt data 
in blocks of 128 bits. The algorithm specified here 
will be referred to as ‘AES algorithm.’ 

AES only allows a 128-bit data length that can be 
divided into four basic operation blocks. These 
blocks operate on an array of bytes and organized as 
a 4×4 matrix which is called the state. For full 
encryption, the data is passed through rounds (Nr = 
10, 12, 14). Such rounds were implemented by the 
following transformations:  

A. Byte sub transformation: It is a nonlinear byte 
Substitution, using a substitution table (s-box), which 
was constructed by multiplicative inverse and affine 
transformation.   

B. Shiftrows transformation: It is a next step of byte 
transposition, where the bytes in the last three rows 
of the state are cyclically shifted and the offset of the 
left shift varies from one to three bytes.  

C. Mixcolumns transformation: It is similar to a 
matrix multiplication of columns of the states. In 
which, column vector is multiplied by a fixed matrix. 
For that the bytes are treated as polynomials rather 
than numbers.  

D.  Addroundkey  transformation: It is a simple XOR 
between the working state and the roundkey. This 
transformation is its inverse.  

AES Algorithm Steps for encryption 
 
1. In our system, we are using 128 bit data block, and 
in AES it can be represented by Nb = 4, which given 
the number of 32-bit words (number of columns) 
used in the State array.  

2. The Cipher Key length in AES (i.e. K) has given as 
128-bit. Which is represented by Nk = 4, gives the 

number of 32-bit words (number of columns) in the 
Cipher Key.  

3. So the number of rounds to be performed during 
the execution process of the algorithm is dependent 
on the key size. If the number of rounds is 
represented by Nr, then Nr = 10 when Nk = 4, Nr = 
12 when Nk = 6, and Nr = 14 when Nk = 8.  

AES Algorithm Steps for decryption 

1. Take input image obtained from encryption.  

2. Use the secret key same as that of used at the 
time of encryption and decrypt the image.  

Conclusion 

Prototype of visible light communication system 
which enables secure data transmission has been 
verified here. Caesar cipher being the simplest 
encryption method ,it is used less frequently due to 
its lack of robustness .The introduced encryption 
technique is simple to implement but it has some  
difficulties in intercepting. In this project, wireless 
secured data transmission has been conveyed using 
LASER, within the range of 1m successfully. The low 
power of laser transmitter makes it unsuitable  for 
long range transmission .The distance depends on 
the factors like optical transmission power ,use of 
optical amplifier and beam focusing Capacity ,etc. 
Long distance secured optical communication can 
easily be achievable by introducing the above 
mentioned factors or by ensuring light coupling to 
fibre network. Due to the symmetric nature of the 
proposed algorithm, only specified receiver after 
knowing the security parameters can be able to 
easily intercept the message. 

Further Extension 

The proposed method supports secured image 
transmission. In future , a system can be developed 
to perform multiple  operations such as video, voice,  
and data transmission, simultaneously to perform 
secured optical communication using LASER .To 
transmit data wirelessly to the remote users ,free 
space data communication can be implemented 
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which is useful and it also provides connectivity to 
mobile platforms such as ships and aircrafts. Power 
received by the phototransistor is the limiting factor 
to increase the length. Rather than reducing the 
threshold of detection, it is intelligent to ensure high 
power available at the input terminal of 
phototransistor. To further enhance the range of 
communication high power LASER as well as optical 
amplifier can be used. Implemented encryption 
technique will ensure secured optical transmission 
over existing fibre link by using appropriate light 
coupling arrangement to optical fibre. IR LED can be 
used instead of LASER ,which is invisible by bare 
eyes. By adding more security parameters , security 
provided by this algorithm can be enhanced . In 
addition combination of one more algorithm such as 
transposition cipher will make it more secure to 
transmit data. 
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